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https://medium.com/amnesty-insights/mexico-s-misinformation-wars-cb748ecb32e9
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The Four Essential Freedoms of Free Software

Freedom 0: The freedom to run the program as you wish, 
for any purpose

Freedom 1: The freedom to study how the program 
works, and change it so it does your computing as you 
wish. Access to the source code is a precondition for this.

Freedom 2: The freedom to redistribute copies so you 
can help your neighbor.

Freedom 3: The freedom to distribute copies of your 
modified versions to others. By doing this you can give 
the whole community a chance to benefit from your 
changes. Access to the source code is a precondition for 
this.

https://www.gnu.org/philosophy/free-sw.html
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Some Economic Democracy Apps (via Ujima Project)

● ioby: https://www.ioby.org/
● hOurworld: https://www.hourworld.org/_MobileAPI.htm
● Community Weaver 3: https://democw3.timebanks.org/
● Democracy OS: http://democracyos.org/
● Swich: https://swich.to/
● Buycott: https://www.buycott.com/
● GoodGuide: http://www.goodguide.com/
● Loomio: https://www.loomio.org/
● Delib: http://www.delib.net/
● Your Priorities: https://yrpri.org/domain/3
● Consul: https://github.com/AyuntamientoMadrid/consul
● D21: https://www.d21.me/en/about-us/
● Voatz: https://voatz.com/
● Kiva: https://www.kiva.org/
● Platform co-operativism: https://platformcoop.net/

https://www.ioby.org/
https://www.hourworld.org/_MobileAPI.htm
https://democw3.timebanks.org/
http://democracyos.org/
https://swich.to/
https://www.buycott.com/
http://www.goodguide.com/
https://www.loomio.org/
http://www.delib.net/
https://yrpri.org/domain/3
https://github.com/AyuntamientoMadrid/consul
https://www.d21.me/en/about-us/
https://voatz.com/
https://www.kiva.org/
https://platformcoop.net/
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90-Second Cryptoparty

● Threat modeling
● Operational security
● Passphrases
● Passphrase managers
● Two-factor authentication
● Disk encryption
● Encrypted e-mail
● Encrypted SMS
● Encrypted VOIP + video
● Https + verified certs 
● Tor
● Metadata anonymization
● Link and ad tracking

+ Further Reading

● EFF's Surveillance Self 
Defense Guide: 
https://ssd.eff.org/

● #LibrariesResist: 
https://sites.google.com/sit
e/librariesresist/

● Cryptoparty main pages: 
https://cryptoparty.in

● Hackblossom's DIY Guide 
to Feminist Cybersecurity:

https://hackblossom.org/cy
bersecurity/

https://ssd.eff.org/
https://sites.google.com/site/librariesresist/
https://sites.google.com/site/librariesresist/
https://cryptoparty.in/
https://hackblossom.org/cybersecurity/
https://hackblossom.org/cybersecurity/
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Verifying Checksums

Download the .iso file
Download SHA512SUMS file
Download the SHA512SUMS.gpg file
$ sha512sum –check SHA512SUMS
$ gpg –verify SHA512SUMS.gpg SHA512SUMS
$ lsblk
$ sudo umount </path/to/usb/mountpoint>
$ sudo dd if=/pat/to/debian.iso of=/dev/sdb
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METHODS OF NONVIOLENT PROTEST AND PERSUASION
Formal statements - Communications with a wider audience - Group representations - Symbolic 
public acts - Pressures on individuals - Drama and music - Processions - Honoring the Dead - 
Public assemblies - Withdrawal and renunciation

METHODS OF SOCIAL NONCOOPERATION
Ostracisms of persons - Noncooperation with social events, customs, and institutions - 
Withdrawal from the social system

METHODS OF ECONOMIC NONCOOPERATION: ECONOMIC BOYCOTTS
Actions by consumers – Action by workers and producers – Action by middlemen – Action by 
owners and management – Action by holders of financial resources – Action by governments

METHODS OF ECONOMIC NONCOOPERATION: THE STRIKE
Symbolic strikes – Agricultural strike – Strikes by special groups – Ordinary industrial strike – 
Restricted strike – Multi-industry strikes – Combination of strikes and economic closures

METHODS OF POLITICAL NONCOOPERATION
Rejection of authority – Citizens' noncooperation with government – Citizens alternatives to 
obedience – Action by government personnel – Domestic government action – International 
government action

METHODS OF NONVIOLENT INTERVENTION
Psychological intervention – Physical intervention – Social intervention – Economic intervention – 
Political intervention
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IMAGE CREDIT: ANDROID IMSI-CATCHER DETECTOR

https://github.com/CellularPrivacy/Android-IMSI-Catcher-Detector

https://github.com/CellularPrivacy/Android-IMSI-Catcher-Detector
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https://www.srevilak.net/wiki/Surveillance_Cameras_in_Arlington_Public_Housing

https://www.srevilak.net/wiki/Surveillance_Cameras_in_Arlington_Public_Housing
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https://sii.transparencytoolkit.org/docs/Harrissii_companies

https://sii.transparencytoolkit.org/docs/Harrissii_companies
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More Projects

● Forensic Architecture: 
http://www.forensic-architecture.org/

● Witness: https://witness.org/resources/
● The Syrian Archive: https://syrianarchive.org/
● OpenOil: https://openoil.net
● Lucy Parsons Lab Open Oversight: 

https://openoversight.lucyparsonslabs.com/
● Security Without Borders: 

https://securitywithoutborders.org/

http://www.forensic-architecture.org/
https://witness.org/resources/
https://syrianarchive.org/
https://openoil.net/
https://openoversight.lucyparsonslabs.com/
https://securitywithoutborders.org/
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IMAGE CREDIT: GUIFI
https://guifi.net/es/node/2413/view/map

https://guifi.net/es/node/2413/view/map
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http://www.feraltrade.org/cgi-bin/courier/courier.pl
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